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UserGate Mail Server – 
: POP3, IMAP4, SMTP, HTTP, HTTPS, SSL. 

UserGate Mail Server – , 
,  LDAP,

Webmail, , 
 UserGate

Mail Server  Kaspersky Lab  Panda
Security. 

, , 
.

 UserGate Mail Server, 
 ( ) 

 Commtouch  SpamAssassin. 
 Commtouch , 
 RPD (Recurrent-Pattern Detection), 

 — . 
 -  Commtouch 

 ( ) , 
.

 SpamAssassin - ,
. 

.  « ». 
,  « » . 

, 
 «spam». , 

. , , 
.

UserGate Mail Server 
 Windows XP/2003/Vista. 

, , 
 UserGate Mail Server, .

 UserGate Mail Server 
. 

, 
MS Visual C++ Redistributable. 

, 
. , 

 “%Program files%\Entensys\UserGate Mail Server” (
%UserGate Mail%).

(SMTP, POP3, IMAP) , 

http://www.usergate.ru
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. , 
 2222 TCP.

UserGate Mail Server, 
«%UserGate Mail%\settings.xml” . 

 “%UserGate Mail%\Backup”
 UserGate  «  – »
 « » 

Windows.  UserGate Mail Server 
 (settings.xml),  (

Backup) .

1. 
2.  Server Settings - Domains, 

.
3. , ,  esafeline.net, 

 (Alias),  (
) .

4. ,  "Domain
Settings - Loacl accounts", 

.
5. , , 

, (DNSBL),  (sorbs.net, spamhause.org). 

 Commtouch  SpamAssasin. 

.
6. 

 IP-
 5555, : http://192.168.0.1:5555

7. , 
 POP3  SMTP  IP-

UserGate Mail Server,  192.168.0.1, , 
.

testuser esafeline.net, 

 (testuser@esafeline.net)  (testuser).

“Connections”, 
UserGate Mail Server,  127.0.0.1 

http://www.usergate.ru
http://192.168.0.1:5555
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Administrator. , 
 “Connect” 

. 
,  “Connections” 

. 
:

 — 
 — 

 —  IP-  UserGate
 — TCP ,  (

 2222)
 — 

 1, 

 « »,
 « ». ,

,
. 

 (%UserGate Mail%\settings.xml) 
 (%UserGate Mail%\Console\console.xml).

 UserGate Mail Server 
 “Server Settings – Remote Admin”  “Advanced Security Settings”.

 TCP- . 
, 

.

http://www.usergate.ru
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 UserGate
, , UserGate

Mail Server  UserGate Mail Database Service.
 PostgreSQL. 

 “%UserGate Mail%\pgsql”. 
 localhost  5432 TCP.

 2, 

 UserGate Mail Server 
 (root, ugmailuser, ugwmuser) . 

,  UserGate Mail Database
Server  %UserGate Mail%\pgsql\etc.

 UserGate Mail Server  UGMail,
 ugmailuser. 

UserGate Webmail  – ugwm, 
 ugwmuser. 

root  UserGate Mail Service , 
.

) UserGate Mail Server. , 
 UserGate Mail Server , 

 localhost. 
ugmailuser.

 1, 
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, 
, , . 

 ( ) . 
 (TTL,

Time To Live).  TTL  60 .
.

, 
 (Max. Delivery Threads), 

 (Max. TCP threads). 
 (Thread Priority).

 2, 

: 
,  (Highest), 

, ,
 UGMail.exe .

 General Settings  (Message
Store), . 

,  %UserGate
Mail Server%\Mail.  %UserGate Mail Server%\Tmp 

, .

 3, 

, 
 (Default domain). , 

, 
 ( ),  Default

Domain.

 (Shadow email)
UserGate Mail Server 

 (Shadow Mail).  Shadow Mail 

http://www.usergate.ru
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, . 
, , 

, 
.

 Server Messages Setup 
. 

, 
. ,  %_ATTACHMENT_% 

. , 
.

 4,5 , 

. 
 UserGate

Mail Server. 
, 

 IP , 
. 

. 
. 

 (  0.0.0.0 - 255.255.255.255).
, .

Welcome Message.

http://www.usergate.ru
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 1, .

 2, .

. 
, , 

. 
:

 (  FQDN, Fully Qualified Domain Name)

 Grey Listing ( )

 Plus Addressing

, 
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 1, .

, .

, 
.

 2, .

,  "
" (Domain Signature) , 

 (alias).
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 3,4 , .
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 LDAP Sync 
 LDAP,  MS Active

Directory.

LDAP 
, UserGate Mail Server

 LDAP
. 

, 
.  LDAP 

:

 LDAP Sync 
Server Settings

 LDAP  ( ,  Active Directory)

, 
 LDAP 

 Advanced , ,

 LDAP. 
 LDAP .

 LDAP ,
. 

 LDAP. 
. 

.

.
 Routes . 

:

 SMTP 

 ( , 
, 

)

 SMTP 

 1, .

http://www.usergate.ru
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, , 
. , 

.
 “ » 

, . 
 Relay Settings.

 2, .

 Web-
 UserGate Webmail,

 " ", , 
.  IMAP

. , UserGate Webmail  5555 
: http://ugmail:5555/webmail,  ugmail - , 

 UserGate Mail Server.

http://www.usergate.ru
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 1,  Web- .

 - . 
, 

,  TCP. , 
 2222.  Remote Admin 

, 
 IP . .

. 
 default , 

.  Remote admin 

.

 1, .

http://www.usergate.ru
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 2,3 .

 UserGate Mail Server
:

, . 
 %UGMail%\Backup.

, 
. 

 (full backup)

(differential backup). ,

.
,  UserGate Mail Server 

, 
(Manual Backup)

 full backup, 
 full backup . 

 Tstart 
 Pfull  Pdiff, , 

 i-  full backup :
Tfull (i) = Tstart + (i - 1)*Pfull,  i = 1, ..., N.

 differential backup:
Tdiff (j) = Tfull (i) + j*Pdiff,  j = 1, ..., M

 UserGate Mail Server 
 (  %UGMail%\Mail), 

(%UGMail%\settings.xml) . 
 UserGate Mail Server (  - ugmail) 
, .

http://www.usergate.ru
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 1, .

 UserGate Mail Server 

. , 
, 

- , . 
 BackupPrepare, 

 %UGMail%\Backup. 
 ZIP ,  *diff* . ,

 ZIP , .

 ZIP .  BackupPrepare
, , :

BackupPrepare.exe "2010.01.01 09.01.00 diff1.zip"

 BackupPrepare 
, . 

, , 
backup . , 

 "2010.01.01 09.01.00".

 RestoreBackup.bat. 
%UGMail%\Backup.  RestoreBackup.bat 

, 
.  RestoreBackup.bat :
RestoreBackup.bat "2010.01.01 09.01.00"

 RestoreBackup 
, , 

.
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 SMTP

 SMTP ,
, , 

 RFC .

 1,  SMTP.

 SMTP 
.

, 

. :

 (  Hostname) 
.

,  SMTP .  MX -
, ,

. , 
 (Relay Server),  SMTP Delivery

Settings.  Relay Server' , 
.

SMTP , 
. 

. 
 Delivery Log, 

.

http://www.usergate.ru
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, 
, , 

. 
,  "

"

 2, .

 IP 
.  relay :

 IP 

 (  Local - Local), 
 (  Local - Remote), 

, , 
 Remote - Local).

 Remote - Remote  UserGate Mail Server
. 

, . 
. 

.
: , 

 Remote - Remote  IP . 
. open relay.

 Relay Settings 
.
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 3, , .

. 
, , 

. 
:

 (  FQDN, Fully Qualified Domain Name)

 Grey Listing ( )

 Plus Addressing

, 

 1, .

, .

, 
.
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 2, .

,  "
" (Domain Signature) , 

 (alias).
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 3,4 , .
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 LDAP Sync 
 LDAP,  MS Active

Directory.

LDAP 
, UserGate Mail Server

 LDAP
. 

, 
.  LDAP 

:

 LDAP Sync 
Server Settings

 LDAP  ( ,  Active Directory)

, 
 LDAP 

 Advanced , ,

 LDAP. 
 LDAP .

 LDAP ,
. 

 LDAP. 
. 

.

 Local Accounts 
. 

:

 (alias)

 LDAP
, 

. , 
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, Active Directory 
 LDAP Sync, 

. , 
.
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 1,2,3 .

 UserGate Mail Server 
. , 

. 
, 

, 
, . 

, 
. 

:

 POP3 

, 
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 1, .

, 
. , 

, . 
:

, , 

UserGate Mail Server . 
. 

.

, . , 
. 

,  “550 Not
authorized”.

, 
.

,  “550 Not authorized”.
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 1,2 .

 UserGate Mail Server 
(Message Rules). , 

, 
, . 

, , 
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. 
 “Stop Processing”, 

,  “Jump to Rule” – 
, .

 1, .
:

-  Subject  [Equals, Contains, RegEx, Not Contains, Not Equals]
-  From  [Contains, RegEx, Not Contains]
-  To  [Contains, RegEx, Not Contains]
-  CC [Contains, RegEx, Not Contains]
- Message Body [Contains, RegEx, Not Contains]
- Message Size [Less than, Greater than]
- Message attachment [Equals, Contains, RegEx, Not Contains, Not Equals]
- SURBL check [Clear, Spam]
- SpamAssassin check [Clear, Spam]
- CommTouch check [Clear, Spam]
- Kaspersky check [Clear, Suspicious, Infected]
- Panda check [Clear, Suspicious, Infected]

:
- Delete
- Stop processing
- Forward
- Reply
- Move to IMAP folder
- Jump to rule
- Notify
- Add Custom header
- Remove attachment

 Custom Header 
. 

.

http://www.usergate.ru
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 2,3 .

 UserGate Mail Server : 
Kaspersky Lab  Panda Security. 
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 SMTP . 
Antivirus . 

, ,
, , 

.

. 
 Kaspersky Lab, 

Panda  http://www.usergate.ru.
UserGate Mail Server 

.  Message Rules,
 UserGate Mail Server.

 UserGate Mail Server 
.  DNSBL (DNS

blacklist), SURBL (Spam URI blacklist), Greylisting  Tarpitting.

 1, .

 (Greylisting) . 
, , 

.  (
 – , ). 

, ,  (
, ). , 
, 

.

 (DNSBL)
 « » ,

 « ». 
 IP ( ), . 

,  « »,
 « », 

http://www.usergate.ru
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, , 
. , 

 « » , ,
.  «

» , 
, « »,  « », 

.
 « » 

 DNS ,  IP,
 (

 Received: 
 IP ).

, 
. 

. , 

.

SURBL 
 SURBL  URL

 (  Black- ). 
:  URL, , 

 (2-  3- ),  SURBL 
 DNS  SURBL ). :

URL (http://some.test.ru/index.html) -> test.ru + (insecure-bl.rambler.ru) -> resolve
test.ru.insecure-bl.rambler.ru -> 127.0.0.1 -> add symbol

, ,
,  -  2tld . , 

,
org.ru pp.ru.

SpamAssassin
SpamAssassin - , 

. 
.  « ».

,  « » 
. , 

 «spam»,  «ham». 
, . , ,

.
 SpamAssassin' , 

. , 
; 

.

http://www.usergate.ru
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Commtouch
Commtouch's Anti-Spam Gateway - 

 SMTP- . 
Commtouch , 

 RPD (Recurrent-Pattern Detection), 
 — . 

 Commtouch 
, 

.
 Anti-Spam Enterprise , 

, 
, . 

,  Commtouch 
 Anti-Spam Detection Center . -

, , 
 Anti-Spam Detection Center, 

 Commtouch. , 
.

, ,
. 

.

 Message Queue .
 – 

, . 
 20 , 

.

 1, .

. 

. 

. , 
, .

, , , 
,  ( , ).
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, . , 
.

, 
, . 

. 
, . 

,  (
),  " ",

.

 1, .

, . 
 UserGate Mail Server.

 1, .
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