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- # % # # A
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MAC-
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#
Windows
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- # $ $
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UserGate. " MSI
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# #
Active Directory. (
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( I # ) :
HTTP- & & #
. UserGate v.5 # HTTP- - ,
" .4
# # - ., HTTP-
UserGate ,
# b
# #
#
] # ] $
# # - #
UserGate, # NAT. -
( # # # Logout
]
NTLM-
HTTP- UserGate Proxy & Firewall NTLM-
- # ' $ #
$ Active Directory, # "$
(# $ NetBIOS Name Request (UDP:137)
UserGate
# $ NetBIOS Session Request (TCP:139)
UserGate

www.usergate.ru Qntensys

16



-SUserGate

PROXY & FIREWALL

# HTTP- UserGate (
#
Il NTLM — #
UserGate Active Directory.
& UserGate ,
" Winsock, UserGate
UDP- ( # 5456)
# , , #
. $ IP-
UserGate, ( I # ) :
! # UserGate.
UserGate
“HKCU\Software\Policies\Entensys\Auth client” .2 #
# ,
Active Directory. 4 ,
UserGate # , # $
#
# .
$ “HKCU\Software\Entensys\Auth client”
$ “Documents

and Settings\%USER%\Application data\UserGate Client”.

@ F.nueHT aeTopHsauHy Ueerh ate

MapareTpbl SETOPUSALMI
Tun Active Diractony
Narud

Horen  EAMPLE

HarensHoCTE O0-aEno

X

|Login

IEI F.ueHT aETopuzaumd zerGate

HacTpolika aETopMEaLwMM

Tun |.ﬂ'-.|:tive Directorny

Narus [uger]
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UserGate !
$ $ : # # #oo#
# .- #
# # UserGate. % # (
" (
*xml ! , :
I'$ !
UserGate
DHCP
DHCP  (Dynamic  Host Configuration  Protocol)
# $ #
DHCP-
# IP- : ( , DNS, WINS-
. # DHCP- 3 DHCP-
0& UserGate
0& . ( $
# ! : # DHCP-
# ! DHCP- #
i IP- ( ),
# # :
) # UserGate (# 4000
$ # (
- H# ) # IP- .2
# IP- :
* : IP-
MAC-

- # IP- ; MAC-
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Hactpoika DHCP: OcHoeHoe [Z| Hactpokia DHCP: lNapame 1pbi Bad
[¥] Brenrosm e MHTepdhefic E H [¥] Brenrosm e MHTepdhefic H
Avanason [P-agpecos | 192.166. 0 .10 |- | 192 .168. 0 .254 |

LUNHE Mo yronqaH | 192.168.0.1

CeTeEan Macka 255.255.255. 0 MMNOPTHROBATE
Cpax apeHas! £ A E = E =, [¥] DHS-cepeep | 192,168.0.2

|
|
[#] WiNS-cepeep 192.168.0.2 |
|

WckNHHHTE (HE BEIAGEATE 3TH IF) B A

IP-aapec AomeH | example.net
i

AETOMSTHUECKSA HACTPOMKS MPOKCH

Hazaa [ ﬂ,anee% [ CTHEHS ] [ 04 ] [ Hazaa H ﬂanee% [ OTHEHS

7. DHCP- UserGate
DHCP UserGate DHCP-
Windows. # Windows DHCP $ $ #
! e : Windows DHCP,
( 3 : cmd <Enter>)
( . netsh dhcp server IP dump > _ ,
P — IP- ( DHCP- . % !
DHCP-
IP-
( .8 ! (
# , MAC- ), o
IP- , # # UserGate, #
MAC- # IP-
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=) Cepesp UserGate
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e

FUserGate

Proy & Firewall
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By e
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Moy
1= Yrpasnente Thadmkom
@ Taprel
Mpasing
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[¥] WhTendeiic
[ W 192.188.0.1

KOHTROME MRHNOHeHHH
% Mpaenna
CTaTHETHRE

Traffic Manager

o

o8
T OBuwme HacTporicn
P pasns
¥ Cepeuce
(s DHCP-cepeep
HacTpofika npokch
KAKaAHsIE MPOKEH
52 Hasriawere nopTos
fow
/25 BwTenpyce
(3 Nnanrpoewrk
(& Hacrporica DS
=14 OnosewsHHa
2B HacTpodica
= Monnmophnr
Ceconn
vl CramncTika

A Mo

Cepemcey] DHCP-cepaep \Hacrpoika pakcn \K
£nanason [P-anpecos
192.168.0.10 - 192.168.0,254

Limos
192,168.0.1

192,168.0.2

[
02.04,2009 12:00:06

Hauano apenast

(€]
01,04,2008 12:00:06 ]

01,04.2000 11:32:41 02.04,2009 11:32:41

AoBagnTb

YARMMTE KHeHT %

OfHoEnTe crMCoK

Yact IF-3apec MAC-aapec
main-pcz 182168010 00-0c28-ba-74-26
main-pcl 192.168.0.10 00-0c-28-Fc-F1-6F
[ Mo6asure ][ Penacruposare | [ Yasnms

$ DHCP-
# ’

UserGate,

. UserGate
“FTP
SMTP, SIP
3

POP3

H323.

UserGate

: HTTP- (

$ HTTP” HTTPS), FTP-, SOCKS4, SOCKSS5,

L&
- 9) :
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Hactpohka HTTP-npokcH

BntoumTe HTTP npokck F.acka HEIA NpakcH

MHTEpdercEl |He WCTaHOENEH W |
[] 192.168.100.10 AApEC CEQEEPE
192,168.0,1 | |
[] 192.168.1.2
] 1z7.0.0.1 THA NpakcH

MopT G080 MpOSPaYHEIR PEMHM

[ Ok '\fl [ OTMEHA
b

9.1
4 ! $ : - ( #
! . UserGate
# HTTP- , (G 8080 TCP $ $
$ I'$
# ! . . Internet
Explorer 3
& 3 H 3 LAN. HTTP-
$ TCP/IP
# # ( DNS, # (
# HTTP-
( " -
L%, - :
UserGate. % :
IP- (SIP, H323)
UserGate 5 ! SIP-
(stateful proxy) SIP Registrar. SIP-
3 )
( 5060 TCP 5060 UDP. # SIP-
!
( 1 1 1 . ')1
! # ( ), # #
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$ / $ L I
UserGate.

- # SIP- UserGate, $ TCP/IP
# # IP- UserGate

( , # # DNS-

! SJPhone Sipnet. 2 SJPhone,
Options I # ..
! ( .10, sipnet.ru . . !
through SIP Proxy .

Ef options E'

| Skinz || Interface || MNeighbarhood Support || Jabber |
| User Infarmation | Call Options | Prafiles |Audio || HotKeys |

Prifile Statuz
Sl ] :

E2|Create New Profile E'
Profile name: | sipnet, ru| | [ oK
File name: | sipriet.ru.ini | [ Cancel ]
Profile type: |Ca||s through SIP Prosy w | [ Help ]

[ Wew. [ Edt. || Deke

Irnporkant noke

Use... Iitialize... Calls through SIP Proxy: Profile For a call through a SIP prosxey,
SIP proxy information is permanently stored in the profile,

Caller information can be easily changed by re-initializing.

[ oK H Cancel ]

10. ! SJPhone

. Profile Options #
( VolP

( VoIP ( #

# ).

E2 Profile Options El

| SIPRegistiation | Advanced | DTMF STUN

| PuoiileOptions | Initialization | SIF Prosy
Domain/Realm: | sipret |
[ Uze Dutbound Prosy
Prasy [URI): | |
Prowy usage mode: E2 Service: sipnet.ru

[]Use separate Outbound Prosy for MAT
Please enter this information ta initialize the service prafile

Call

NAT Fromy (LRI | | -
NAT Proxy mode: Account: | sip_login ‘ -.
Password: | sessssne ‘
Save service information permanently
M
11. ! SJPhone
www.usergate.ru 2 l
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SIP Registrar

+ SIP  Registrar # #
v , !
+ SIP Registrar
UserGate SIP Registrar $
# .
UserGate SIP
# UserGate ( )
#
H323
H323 # #
« » (H323 Gatekeeper).
! 1
: : H323-(
UserGate Gatekeeper # #
UserGate), # ( ) !
# UserGate.
I & UserGate GateKeeper

H323 gateway. '

“CallModel: Direct”.

H# UserGate
- UserGate
POP3 SMTP
#
: "$
4 POP3- UserGate #
$
POP3 # IP-
, " POPS3- UserGate.
POP3-
_ _ @ _POP3_

# # user@mail.ru,
POP3- UserGate
user@mail.ru@pop.mail.ru . , ! $
UserGate # POP-
4 SMTP- UserGate #

$ # IP-
UserGate # #

UserGate
) #
SIP- .-

SIP UAC (User Agent Client)

UserGate
$ H323-
( #
( #
, !
H323,
UserGate,
H323 gateway
I )
POP3 SMTP- ,
# %
#
t# UserGate
& :
" !
6
#
SMTP- ,
$
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, # , SMTP-
# IP- UserGate ,
SMTP- UserGate. 4
: $ # #oo,
SMTP- , $ SMTP-
UserGate.
- #
+ # $ - ’
UserGate NAT. .
NAT UserGate ( : 80 TCP
HTTP, 21 TCP FTP, 110 25 TCP POP3 SMTP $
I $ # UserGate |, : $
" - UserGate. #
$ $ # #
_ , " #(
# % : : $
$ $ # , UserGate #
( , # DNS-
UserGate # % ,
(" - C (
UserGate 3 . UserGate
" $ . HTTP, HTTPS, Socks4,
Socksb. . $ :
. 4 ( :
$ # " #
$ ;
UserGate.
‘ e —— - .:\
12 # UserGate
#
UserGate ! (Port
mapping). : UserGate
# # , "
! # UserGate,
, # #
+ TCP- UDP-

NAT UserGate.

www.usergate.ru

§

24



-SUserGate

PROXY & FIREWALL

pop.mail.ru |E|
MmMA HazHAYeHHA
||:n:||:|.n'|ail.ru | [+] BrenroumTe
MapameTpel AETOpHZaLHA
C.I'I':."LIJEITI: IP'EI.\'J.I:IEI:: nopT |:'!"Ka3aHHbIP“i AONES0E3TENE w |
192.168.0.1 v| ¢ |80 |
& ApeC HAZHAYEHHA: NOPT | v|
||:u:||:|.mail.ru | : |11EI |
MpoToKan
Tcp v
[ Ik, %J[ CITMEHE ]
13. UserGate
I &
( :
II%
- ( $
&'( %
! : - UserGate (
HTTP FTP ! . &'( " #
“0%UserGate%\Cache”. . $ ( : #
l( $ |( $ . _ #
# ( $ !
(.4 - "% #
UserGate # # ( (% ) ! ,
! , ( UserGate.
: UserGate $
Kaspersky Lab Panda Security. $
$ " I HTTP, FTP -
UserGate, $ " ! SMTP-
$ 3
( .14). -
# o, # , #
# $ ) # URL,
# ( 1 URL). - #
$ # # , ! $
#

www.usergate.ru Qntensys

25



sUserGate

PROXY & FIREWALL

14.
$
$ 4
&
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UserGate
#
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! UserGate
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Up '

Windows Update.

UserGate

$ #
( . $
Kaspersky Lab,
http://www.usergate.ru.

$ $
UserGate # |
, #

UserGate

HTTP FTP.)

HTTP
n , #

- : Dial-

# UserGate,
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15.

" UserGate #
# # ( )  *.bat
*.cmd !
DNS
- ( UserGate
# DNS NAT. ) # DNS #
UserGate: - , BrightCloud, L) #
DNS A, MX, PTR
UserGate Winsock.
# DNS # 5458 UDP.
# DNS : $ $
DNS .4 $ UserGate # DNS
, UserGate ( # : #
4 - DNS , UserGate
# DNS
- ( # # 9 DNS .
(DNS forwarding). DNS-
3 DNS-
.. # DNS ( 53
UDP LAN . DNS , "
WAN
DNS ( . (
# $ ( . & , # DNS
! “%WINDIR%\system32\drivers\etc\hosts”,
.2 ! hosts $
( DNS
16. DNS
NAT NAT 53 UDP
# UserGate. . ' : $ $
# % # DNS # IP- DNS-
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) # « " »
UserGate
UserGate. , , )

SMTP- :

B Koncons anmmnmcTpatopa UserGate 5

Dalin Onum Mowows

=@ Cepeep UserGate,
- -[F ofume Hactpoien

T Wnrepderics:

SserGate

Proy & Firewall

= @ Traffic Manager
7} O HacTpoiiiH
4R Mpssina
¥ Cepeuce
(s DHCP-cepeep
HacTpofika npokch
KAKaAHsIE MPOKEH
52 Hasriawerie nopTos
fow
/25 BwTenpyce
(B Nnarnpoewuk
(& Hacrporica DS
GrosewHi
285, HacTpodia
= Monnmophnr
& Cecomn
vl CramncTika

: & Nor

SR M rpyTne|
o~ Nonesosatenn

£ Tpynne
1= Yrpasnente Thadmkon

© Tepue Onoeewenun) Hacrpoiku

&J npasnna [¥] Hazsane CofieiTve LlefcTene
Sl e e [¥] s GHapyKeH Bupy OTpaBHTL N E-Mal

- Mpaena 5

@ Ceponcel 5 Antivirus Error OUMBKa AHTHEHPYCa OTApaEHT o E-Mal
=1 @) KonTpone npnnoerin

% Mpaena
CraTHITIRE

YTOEbIE HACTPOMHEH

HacTpofika cepeepa
SMTP-cepeep

MapareTpel Contw eHHA
Mone 'OT kara'

| smitp, example, net|

| | admin@example. net |

SMTP-aEToOpHIaLMA
¥iMA NoNBE30EATENA

SMTP-nopT Mane 'Tema nkcema'
| 25 | | Userizate Repoart |
Maone Kany'

| admin@example. net |

| adrin@exarnple. net

MNapone

[ MpOEEPHTE HACTRORKH l

[ oBasurs ][ ] [Ynans |

[ Hacrpoia nocrd]

0K RJ’ OTHMEHA ]

| |
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(NAT), (

)* UserGate
#NONUSER#, " (#
" %
# + :
$ $
# # %
# , UserGate
4 #
% :
$ # !
: (
# #
, # UserGate —
b ( "
$
, #
UserGate
$
* & !
)*  UserGate "#
! >,
) $
2 # "
“%UserGate%\logging”
# #
! , \
! 1
(
$
$ $

(Routing) > (FW).

# # ! ,
.4 #NONUSER#
UserGate #
$

# #
UserGate #
#
$ 1
H#NONUSERH#.

— (
: #(
: $

: "$

UserGate. )* UserGate

UserGate,
), , 5 , IP-
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# LAN- ,
UserGate, #
# ,

JobagnTh npasHo MexceTe Boro akpaHa: McTouHHK E|

[

MMA npaerna

| MNAT Fixed

BriGEpHTE MCTOYHHME

fpbaeuTs npasnao Me#ceTe Boro akpana: Haznau... El

H: 3K

Kma npagvna

| MAT fixed

BriGepHTE HazHAYEHHE

Sh19z168.0.1 |mHTep¢eﬁc LAN (192 1¢ v|

A0BaEHTE

HzHEHHTE

¥AanHTE

E192.168.1.2 |MiTepdeiic AN v|

AoBaEHTE

MZHEHHTE

¥A3NHTE

lobaguTh Npaskao MexceTeporo akpaHa: Ce pEHChHI E|

flobaeuTh npasHao Me wceTe poro akpana: lNoab3o... E|

MA Npasrna

HEH -

KMa npagvna

B -

| NAT fixed | NAT Fixed
BrifepHTeE CepBHcEl JAeRcTeME THn Npaexna
m Ay TCMP I Eb/GpaTH CepBHChl l PazpewnTe Mpasmno MAT
m DS SanpeETHTE MPagMno MapLIpY THIEWHH
Brre [ Hogbli capBmc l
%HTTP Tpynne! |I'Ionb3c|BaTenM
HTTPS rearea
Dico BribpaTte e
[] defaulr
¥ AanMTE ] LAk 0.%
Servers
Ok l Hazan, ] [ ,ﬂ,anee,\}_l [ OTHEHA ] [ Ok y\[\sl [ Hazaa Hanee
|2
18. (NAT)
- $ $ TCP/IP
# $ # ( —  # IP-
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UserGate DNS- , #
$ # :
4 $ ( «
, #
* &
- NAT UserGate
% .-
# # NAT
( ! (WAN PPP).
UserGate #
# :
. #
# #

NAT (
#
») $
#

UserGate

. 19), "$ #
# NAT
%
# N

[

19. #
# & I
#9$ ($ !
UserGate, $ NAT
# Masquerade . +
$ " !
: !
$
WAN- UserGate. 4
$ WAN-
%
# #
NAT

(WAN PPP) #
$ " !
Masquerade # ,
# | :
# $
# 0$
(PPP- ),
.+ Masquerade

# ($ ,
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20. $ " $ NAT

NAT UserGate

. x NAT Masquerade
&
"H# ' UserGate #
, Web, FTP, VPN
% L " ( IP-
UserGate ,
# $ (2,& ) # $
$ % - ( .21
' $ #
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flobaexTh npasHao Me wceTe Boro axpaHa: McTouHHK E|

lobaguTh Npaskao MewceTe poro axpana: Haznay. .. E|

Kma npagvna

T

e B | o B a0

| FTF pub | | FTF pub

BLIGEPHTE HCTOUHHE BrIBEpHTE HaZHaHEHHE

by Moo | Moo v| | | ER1sz.168.100.10 MhTepdeiic WaN v/
AoDaEMTE AobaeuTe
MEMEHHTE MzHEHHTE
¥ AANHTE ¥ AaNHTE

Ok Hazana Hanee l OTMEHA ] Ok Hazan, ] [ ,ﬂ,aneehj [ OTHEHA ]

MMA npaerna

HER -]

| FTP pub |FTP pub
EnifiepHTE CEpBHCE! JeRCTEHE THn Npaekna
Fre [ R ] PazpeliTe Mpagkno MAT
SanpeTHTE MPAEHND MAPLIPY THEALLMHM
[ HoBkIH CepBHc ]
TpaHCNHPOBATE
A ApEC HASHAYEHHA
zocT |192.1sa.n .1|:||;|21 |
rasmre ] Mone30EATENE | admin w |
Ik, [ Hazaa l I Aanee % [ OTHEHA l I Ok %J [ Hazaa fanee
21. FTP-
#
UserGate !
#( # . 4 #NONUSER#
+ .8 # o 4 $ ("$
1 ( # $ "
% $ $ HTTP, HTTPS, FTP, POP3 SMTP.

22.
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lpobaguTh Nnpaskao MesceTe Boro akpaHa: MCToOUHHK fg|

flobaeuTs npasHao MewceTe poro akpana: Haznau... g|

MAa NpaErna

| Server - Internet

HE - B

KMA Npagrna

| Server - Internet

o [ | e o:an

| Server - Internet | Server - Internet

BRIBEPHTE MCTOYHHE BLIGEpHTE HAZHAYEHHE

f192.168.1.2 MrTepderic WAN v |l | &notoi | Niaiioii v/
AofaEkTe AnRaEHTE
MzHEHHTE MEMEHHTE
¥AanHTE ¥A3NHTE

Ok Hazan, [ Janes %I [ OTHEHA ] Ok Hazaa ] I ,ﬂ,aneehj [ OTMEHA ]

T Th

BrifiepHTe cepBHcel AencTemne THN Npaexna
m Ay ICMP I B Neeparem l @' PaspewnTe Mpasmno MAT
m DMS O 3anpeETHTE MPaEMAG MAPLIEY THIAWHH
DrFr l HOBRIF CEpEME ]
@rrre TPaHCIHPOEATE
m HTTPS AApEC HAZHAYEHHA
Do | . |
¥ AaNHTE ]
JanMCeIEaTE B Nor
Ok l Hazaa ] [ fanee ﬂ\ [ QTMEHA ] [ 64 L\\\'l [ Hazaa Aanee
22. UserGate
%
4 # UserGate # #
UserGate # ( (router),
# . (
LAN- | ( .23).
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JobagnTh npasHo MexceTe Boro akpaHa: McTouHHK [z| fpbaeuTs npasnao Me#ceTe Boro akpana: Haznau... El

MAa NpaErna H ﬂ KMA Npagrna - ﬂ
| Routking | | Routing |
BrIGEpHTE MCTOUHHME BrIGEpHTE HAZHAUEHHE
&192.168.0.1 |L'1HTepcbeﬁc LAMN v| &192.168.100.10 |l-’|HTe|:|¢|eF1c LAM vl
AobaEHTE AoBaEMTE
HzHEHHTE MZHEHHTE
¥ AaNHTE ¥ AANHTE
Ok Hazaa [ ,ﬂ,aneek_l [ QTMEHA ] [ 64 l [ Hazaa l I Aanee %J l OTMEHA
23.) ( UserGate
I #
UserGate
UserGate
UserGate $
# I # #
! 3 % : # #
« ( » (Traffic Manager).
# : # # # $ " !
$ # :
I -
UserGate (NAT).
. # #
# # # « ( »

( (Traffic Manager)

UserGate
CBWFQ (Class-Based Weighted Fair Queuing),
FIFO (First In  First Out)
|
;% « » ( ). - # ,
Shaping ( (
) , Speed
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Limit ( ( ) Time Delay (
, #
$ ).
[ = X
24, ™
Traffic Manager (TM) " ;
default # # . Default
$ : $ "%
# # $
# # Default
WAN .- TM default
#
# #
! $ # #
! ($ " /I$ " )
) # (&1/ /7 )
2 « )
(TCP/UDP/ICMP)
IP- ( 255 ),
IP- IP/mask ( 16- ),
! # ™
I % « » ™
™ FIFO #
! 8 $ :
(HIGH, MEDIUM, NORMAL LOW)
# :
! # #
. #
$ ! : (
time delay) (

% -
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# #
( # !
( $ ( #
( $
- !
#
!
#
- !
$ # ™
#
# # 9
Traffic Manager
«
% »;
4
$ n
I Traffic Manager
& #
«&
UserGate
% # #
# .-
# #
MSI-

“%Usergate %\tools”.

Application Firewall Service

a) application firewall

b) UserGate

#

4 b
NAT LAN 7 Internet
LAN .. '

# ( $ )-

# , IP
LAN 7 Internet
WAN :
# $
$ # "
I
— % » « # # —
# 1
Dial-Up
%
# » (Application Firewall).
(# " # #
, $
#

“App.Firewall  Service”.
!

(AuthFwinstall.msi),

# UserGate.
(default) # o#

$

UserGate
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«& # » #
.- $ UserGate
# DEFAULT_RULES. - # # %
UserGate # .
% # UserGate :
(" $ $ # IP-
: CF # #
# ' «& # »
# $
Application firewall #
# # % # #
UserGate. ' # # #
UserGate, IP- MAC- . ##
# " H# :
# UserGate, «& #
» # # Windows,
" : ! # UserGate. ,
, Windows
# # 9 : #
HTTP-
( )
a) UserGate o (
b) UserGate : ( # #
! $
Application firewall $
# “%Program Files%\Entensys\Application Firewal\Cache”
# : 10 :
UserGate. %
SendStatistics *
HKLM\Software\Policies\Entensys\Application  Firewall”). ,
«& # » ( .4 -
UserGate , Application firewall
# : # ( :
, (
RulesLifeTime ).
5
# # 9%
3 ( . 25
| # , I
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% Koucons agmnH)

Dafin Omuw Momows

=@ Cepeep UserGate
7] e nacTposicn
o MHrendedics
& None3oeaTentt v rpyine
£ Monbsosarenm
£ rpynne
¢ ¥npasnenre TpadiKom
&) Tapudi
&1 Mpaewna

SUserGate

Prowy & Firewall

Canein

CraTueTIks

Korrpans npuaoseni \Npasiaal Crancrika

@) Mencoreeoii kg Bripats | Devereue: | Paspewsms v | Orofpasars tpacics: K Oruervon nepus: | Nocnearste 3amm |
B, Mpassuna TipuncikeriE VA nonksoeaTens | OTnpasnera | Mompuenn | Kot | Aeiicrene &
=@ Eﬂ:sg::::mmw @ system (1 user3 1,80/ 2,53 YISTA-PC PaspewHTE @
@ Noesins @) svchost,exe (6.0,6000.16386) userd 2,33/5,33 YISTA-PC PazpewnTe @
plstosess @) sppfirewalservics. exs (5, 0, 257, 3267) user3 7,51 5,62 VISTA-PC PaspewmTs @
& @ Traffic Manager (& iexplore.exe (7.00,6000.16358) userd 345,02/ 2680,55 YISTA-PC PazpewnTe @
7} Obumte HacTporikn @) siphone.exe (1, 65, 377, 1) userz 1639,43 1 364,27 main-pe2 PaspewnTs @
pemng (@) svchost. exe (5.1,2600,2180) user2 2,5314,33 main-p2 PaspewmTE @
E-3% Ceperncet
B @) userinit.exe (5.1.2600.2180) userz 2,5113,04 main-pe2 PaspewmTE @
R Isass exe (5.1,2600.2180) userZ 0,60/0,73 mair-pe2 PaspewnTs @
% Katkaanbie npaKcH @) firefox.ex= (3.0.6) user? 26,96 | 103092,22 main-pc2 PaspewnTe %
£ Hasraues mopTos @ system (1 user? 27,40 5,14 main-pe2 PazpewTE
Kaw (@) appfirewallservice. exe (5, 0, 257, 3287) user2 23,31 16,19 main-pc2 Paspewne &
g g:;:::gl::m (@ iexplore.exe (6.00,2900.2180) usert 5,81/29,33 main-pe1 Pa3pEWHTL @
@ Hacrpoiica DS (@) siphone.exe (1, &5, 377, 1) usert 1447,73 { 388,35 main-pel Paspewne. &
O cEEMEs e @) svchost. exe (5.1.2600,2180) userl 14,33 /9,36 main-pe1 PaspewmTL @
8, HacTpoiika (@) userinit.exs (5.1.2600 2180) usert 2,51 13,04 main-pel Paspewns. &
&[T Mowwropur (@ winlogan.exe () usert 16,11/ 22,69 mairpel PaspelHTS @
‘E& E:;’;’;WB (@) Isass.exe (5.1,2600.2180) usert 26,35 ) 25,31 main-pel Paspewne. @&
@ o @ farexe () userl 0,95 [ 10,94 main-pel PaspewHTE @
(@) Firefox exe (3.0.6) userl 28,31 796,27 main-pcl PazpewnTe @&
alg.exe (5.1.2600.2180) userl 2,92 2,92 main-pel PaspewHTE @
(@ system () usert 88,48 44,25 main-ped PazpewnTe @&
@) sppfirewalservics. exs (5, 0, 257, 3287) userl 27,42 | 16,71 main-pel PaspewHTE @

25.

! $
UserGate

# &*8
) # &

UserGate

"% ( . 26)
( UserGate. # (
+ & "0 UserGate

cache.dat (
% ! # ,
(. - # #
&*8 :

&'(  UserGate).
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1
UserGate Cache Explorer =)
Gaiin Penaxtvposats Baa Mowows
B AR %% 2
Crpora LRL Paznep (o Garax) AaraiBpens A
s o ganic. com/ [ 228 3L.03.2009 06:10 2
|SIhttpifemmrer comf 2743l 31.02.2009 0610 >
7523 31.03,2009 06:10 z
14755 31.03.2009 06:12 2
1674 31.03,2009 0811 2
hitpsfuns, cv.nran eduf 8653 31.02.2009 06:10 2
[ Wttt app. comy 8202 31.03.2009 D611 2
[ Btz e, nee. o, inf 13350 31.03,2009 D610 2
s psu.eduf 831 31.02.2009 08112 1
'aaas.la.psueduf 15157 31.03.2009 06:10 1
vt abuse et 6822 31.03,2009 06:10 1
i, AU, s, ey 655 3L03,2009 06114 1
14236 31.03.2009 D611 1
98545 303,209 06:13 1
884 3L.03.2009 06113 1
6005 31.03.2009 06:13 1
hy 2053 31.03.2009 06:12 1
[ELE 16442 3L.03,2009 06112 1
(Bl httpzipensn. gimp.craf 16030 31.03,2008 D6:12 1
o, otk oral 13133 31.03.2009 06:12 1
e apireless, camj 14956 31.03,2009 06113 1
o, inux, org.uky 13133 31.03.2009 06:13 1
[ Wt o, morganstanley. com 34668 31.03.2009 06:12 1
[Shttpigenmn.msg.ameslab govf 5950 31.03.2009 D608 1
ELE 34609 3L.03,2009 06113 1
2016 31.03.2009 06:13 1
3530 303,209 06:12 1
h s038 3L.03,2009 06112 1
[ heep:iuman. ocf berkeley.edu) 15273 31.03.2009 06:13 1
o apenssh.orgf 8159 31.03.2009 06:13 1
. nCs . LU, 6uf 11951 3L.03,2009 06112 1
s padl comy s151 31.02.2009 06110 1
. personal, psu. ecuf 6238 31.03.2009 06:12 1
vt 0t org 2586 303,209 06:12 1
it s edu 24093 3L.03,2009 06110 1
hitpsfu.r aytheon com] 19104 31.03.2009 06:13 1
it funan. schreier com] 6454 31.03.2009 06:1+ 1
et Stience,psu.edu) 30687 3L.03,2009 06:22 1
[ Rtz omnn. seas. upenn.eduy 30122 31.03.2009 06:10 1
[ hitp:jfunns. sencmai. org) 6019 31.03.2009 06:12 1
httpz feserer, sminj.org) 744 31.03,2009 0&:10 1
e, sybase, cam) i 3L.03,2009 06114 1
.tk 8454 31.03.2009 06:57 1
. ugu.com] 351 31.03.2009 06:12 1
st niForum, org) 2926 3L.03,2009 D711 1
I Jing. phpdomain_t m e 31.02.2009 06114 1
o wise ecuf 14243 31.03.2009 06:12 1
fenswer worldeampus. psu. eduf 19255 31.03.2009 06:13 1 b |
s, s, com/ 14406 3L.03,2009 06110 1 v
|

26. # &*8

! UserGate

. UserGate #
# % I )

. . UserGate « 5 3 »:
3 + , 3 # ! 3 -
3 3 o |

# , H# , URLs (IP), !
( # ) L]
5 # «Y0», «%6%>,
UserGate # #
. # $ #
$ : !
# # # UserGate.
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# - -
# % .- ( ' UserGate
3 + :
(HTTP, FTP) ! #
(URL), IP- . UserGate
# I # ( .27 ! URL (
), # ( : ) #

| tariff - change | H n

Crncok URL-agpecos Q @ @ @ [E

URL Filters

IP Filters LURL Tvn

Cakagories Ikems #anta, o 3;an|ﬁe1'HTb
[ MNpoBEpHTE aApeca ]

LserGate cnocofeH BEBINONHATE
URL-thMNeTpaLHH € MCNonE30EaHNEM
nHoforo dparvedTa LURL, Tonkko
AAQECHONA HacTh (onuMA "Mma cepeepa’)
HAK N0 aApecy AOKYMEHTA,

MMA cepeepa ~

liMA cepeepa
AADEC AOEYMEHTS

27.

$ . # I NAT
# # IP- ... NAT UserGate

Entensys URL Filtering

UserGate Proxy & Firewall $ Entensys URL
Filtering, " " #
. % #
%
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+ #
! NAT, "$
! NAT ! #
# #
UserGate.

DNS

OcHoeHoe

B G TT
Moackazka

TH NOCKEH - cnocof
NOrHYECKorD D6 BEAHHEHHA
YCNOBHA NpaEnna,

OfEeKT - OOLEKT, Ha

Rule name

THn narueA

1w |

MapaneTpel NpasHna

OfverT KOTOPLIA ABACTEYET
|Coannnaﬁme w | 2= @
AerCTEHE - [JeACTEHE,
AefcTeme BEINONHAEMOE Had, 00 BEKTOM
MpH cpabiaTkIBaHHH NpasHna,
|3aKDb'Tb v| MapareTp! MapareTp,
KOTOPLIA 38MEHSET NapamMeTp
M0 YMONHEHHM,
Moackasks
SEKPLITE! NPH 3343HHEL YCNOEMAX NRABMND 33KPOET
COBAHHEHHE,

Hazaa

Aanee k OTHEHA

UserGate

#

# DNS forwarding

. 28)

Rulz name i Non work-related sites
Crmcok kateroprii
URL-aapeca
[P-anpeca KaTeropHu
ontent Type Abortion

Lk 11

MposepHTs aapeca

KioHTeHTHAA dHABTRAUKA 0T
BrightCloud, 450 muansoHos URLs,
fonee 70 KaTeropHi

BRIGHTCLOUD

Abortion- Pro Choice
Abortion- Pro Life

Adult and Pornography
Alcohol and Tobacco
Auctions

EBot Mets

CDMs

Confirmed SPAM Sources
Cult and Qceult

Drating

Dead Sites {db Ops only)
Drynamic Comment
Entertainment and Arts
Fashion and Beauty
Financial Services

OTHEHS

28. + #

% ,

(.29
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|
| HoBoe npaekno ana Tpadmka |
| !

PMEHHRANEHER Banarc

[Inposepare Ganatc

Mpaerno cpaboTasT npH
AOCTHHEHHK 334 3HHOMD
BanaHca Ha cYeTy
Nonb30EaTEnA,

Pazmen daina (KB

o

MpagMno cpafioTaeT npH
MPEEEIWUEHHN pastepa
CEaqMBasmMoro danna,

BaeHe | B Hegeno | B mecAy |

HEE -8

Mony4eHo OTNpaEneHo
0.0 | B |D-D |ME
Brero Bpema B caTH
£ jws [0 [ufo |

MNpaevno cpaboTaeT NpH NPEEEILEHHH NHMHTS
AHEBHOMO HE A2 NEHOM O MECAYHOrD TRadmea,

[ 84 R’J [ Hazaa ][ Janee ] I OTHEHS
29. 6 !
4 # UserGate ! ,
( % #
’ # $ ( 1
1 ).
I + "
UserGate
#
! UserGate #
# ! .-
«%6%» # I
HTTP-
1 Content-type
! HTTP- UserGate | #

Content-type.

Content-type
#

(  -Jpg, png,...),

Content-type :
( ! ),
(MS Word, MS
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Excel, ..) UserGate Content-type
! N
$ . "# I # Content-type :
# / ! ! #
javascript #
(
DHABTPHI tad
e [tomos BT T B
g oo | o
LRL-aapeca CnMcok Content-typeis) B AM &S
IP-aapeca Cantent types
Caontent Type image/gif
KaTeropu image/ipeg
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